


Locked
Shields 2021

World’s Largest International Live-
Fire Cyber Exercise

Live-fire = real-time Red Team vs.
Blue Team exercise

Involves regular business IT, critical
infrastructure and military systems

Integrates technical and strategic
decision-making exercise

More than 2000 cyber defence
experts from nearly 30 nations
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Teams

Blue Team
Red Team
White Team

Green Team
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Preparations

199



Blue team (Slovenija)
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Insights
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Lessons learned

Scoring
How it works
Operations != Response

Communication
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Lead by example
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Thank youl!

@ gregorspagnolo
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Dinamicne merilne lastnosti

Dinamiéne& HERAE fastnosti....
osciloskopov

Mirko lvandi¢, Amiteh d.o.o.
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Odziv merilne naprave na hipno
spremembo vhodne veliCine

TipiCna karakteristika pri hipni spremembi vhodne veliCine:

Prehodna funkcija:

— odzivni 8as
—dviznini Gas

— prenihanje
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Odzivanje merilne naprave na sinusno obliko

Amplituda in fazni kot sta odvisna od frekvence

FrekvenCna karakteristika:

A A

Gloys
Im{G(0)/S)

»

Re{G(w)/S}

— kompleksna obcutljivost
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Povezava odzivnega Casa in mejne frekvence

odziv na stopnico:

narast signala do 95% :
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Povezava odzivhega Casa in mejne frekvence

Med odzivnim ¢asom ( ) in zgornjo frekvenéno mejo
( ) obstaja povezava:
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Povezava mejne frekvence in dviznega Casa

spodnji prag:
zgornji prag:

povezava dviZnega ¢asa in ¢asovne konstante:

povezava mejne frekvence in dviZznega Casa:
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Prevajalna funkcija sistema

Pogosto prevajalno funkcijo podajamo s frekvenco v razmerju proti mejni frekvenci:

Ce sta v verigo (kaskado) zaporedno vezana dva €Clena, se frekvenCna odziva se mnoZita:
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Prevajalna funkcija sistema

Pri vzbujanju z velja :

Po malo preoblikovanja in upoStevanju

dobimo znano povezavo

izrazeno z dviznim ¢asom pa:
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Primeri izraCunov skupnega dviznega casa
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Hvala za pozornost!
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. 1 a@pistam.com
PistalM e

LINUX VIRTUALIZATION

Presentation for the international conference IKTEM

Ziga Lausegger, prof. fizike in tehnike
Pistam d.o.o.
ziga@pistam.com

Keywords: Linux, hypervisor, virtual machine, client, remote, local

Ljubljana, June 2021
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ACRONYMS

(O]
VM
HDD
SSD
SSH
1P
RSA
GUI
CLI

CPU

operating system oo

virtual machine oo

hard disk drive co

solid state drive co

secure shell protocol oo

internet protocol address oo
Rivest—Shamir—Adleman encryption co
graphical user interface oo

command line interface oo

central processing unit co
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2 INSTALLING DEBIAN 11 ON THE SERVER

Debian installation is not part of this presentation, but here are some tips.

* (OS) Debian 11 (stable) will release around september 2021.

* Currently OS is in testing phase but it’s installation medium can be obtained online. co
* We download it and install it (no desktop) on machine i.e. ziga--hypervisor .

* During installation we create two users:

— ziga (normal user),

— root (privileged user).
» We also set up two SSD:

— 1st for OS
— 2nd for storing VM.

When installation is finished we reboot the ziga--hypervisor .
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3 USER

» When installation finishes we localy login on ziga--hypervisor with user root .

» User ziga will manage (VM) and needs elevated privileges!

| root@ziga--hypervisor:~# apt install sudo
| root@ziga--hypervisor:~# echo "ziga ALL=(ALL:ALL) NOPASSWD:ALL" >> /etc/sudoers
| root@ziga--hypervisor:~# exit

» We log out and continue as user ziga .

222



International Conference for ICT, Electronics & Mechatronics IKTEM 2021

4 SSH -- INSTALLATION & CONFIGURATION

* We need a capable text editor.

| ziga@ziga--hypervisor:~$ sudo apt install neovim

* SSH client is already installed.

» We install SSH server and edit it’s configuration file.

| ziga@ziga--hypervisor:~$ sudo apt install openssh-server
| ziga@ziga--hypervisor:~$ sudo nvim /etc/ssh/sshd_config

Uncomment two lines:

| Port 22
| PermitRootLogin prohibit-password

* Restart SSH daemon:

| ziga@ziga--hypervisor:~$ sudo systemctl restart sshd.service
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5 SSH -- PREREQUISITES

* Check the ziga--hypervisor ’s IP.

ziga@ziga--hypervisor:~$ ip addr
1: lo: <LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: enol: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
link/ether b4:2e:99:c6:b4:1e brd ff:ff:ff:ff:ff:ff
altname enp0s31f6
inet 192.168.64.104/24 brd 192.168.64.255 scope global dynamic enol
valid_1ft 83082sec preferred_lft 83082sec
inet6 fe80::b62e:99ff:fec6:b41e/64 scope link
valid_1ft forever preferred_1lft forever
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6 SSH -- PASSWORD AUTHENTICATION

+ Test the SSH connection from our Linux client ziga--workstation using the password authentication.

ziga@ziga--workstation:~$ ssh ziga@192.168.64.104

The authenticity of host '192.168.64.104 (192.168.64.104)' can't be establish
ECDSA key fingerprint is SHA256:fyzFUfxuFceT2xHE++Ftv5HQ18gwlvt2hLRjpS2jZNk.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.64.104' (ECDSA) to the list of known hosts.
21ga@192.168.64.104's password: ***xxxkkxxisx

ziga@ziga--hypervisor:~$

+ However password authentication is insufficient for virtualization!

» And we set it not to work for user root .

| ziga@ziga--workstation:~$ ssh root@192.168.64.104
| root@192.168.64.104"'s password: **xxxxxxxxxx
| Permission denied, please try again.
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7 SSH -- KEY-PAIR AUTHENTICATION

* SSH key-pair authentication enables us not to write passwords when remotely connecting over SSH.

* SSH key-pair is client based i.e. ziga--workstation has one public key which it deploys on multiple servers! He also has
a private key that he keeps for himself and uses it to authenticate with deployed public keys!

7.1 CREATE & DEPLOY KEY-PAIR

» We first create an RSA key-pair on client ziga--workstation .

| ziga@ziga--workstation:~$ ssh-keygen -t rsa

» Copy public key ~/.ssh/id_rsa.pub to server ziga--hypervisor and copy it’s content to ~/.ssh/authorized_keys .
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ziga@ziga--workstation:~$ scp ~/.ssh/id_rsa.pub ziga@192.168.64.104:/home/ziga
ziga@ziga--workstation:~$ ssh ziga@192.168.64.104

ziga@ziga- -hypervisor:
ziga@ziga--hypervisor:
ziga@ziga--hypervisor:
ziga@ziga- -hypervisor:

mkdir ~/.ssh && touch ~/.ssh/authorized_keys

cat id_rsa.pub >> ~/.ssh/authorized_keys && rm id_rsa.pub
chmod -R 700 ~/.ssh

chmod -R 600 ~/.ssh/authorized_keys
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7.2 TEST KEY-PAIR AUTHENTICATION

» Now we can connect to the server ziga--hypervisor from client ziga--workstation without password, using only key-
pair authentication!

| ziga@ziga--workstation:~$ ssh ziga@192.168.64.104
| ziga@ziga- -hypervisor:~$

« This also works for user root .

| ziga@ziga--workstation:~$ ssh root@192.168.64.104
| root@ziga--hypervisor:~#

227



8 HYPERVISOR SETUP

* Hypervisor is a server program that can host VM.

8.1 INSTALLING THE PACKAGES

* We connect to the server ziga--hypervisor and install packages:

ziga@ziga--hypervisor:~$ sudo apt install \
gemu \

virt-manager \

virt-viewer \

Xserver-xorg-core \
xserver-xorg-video-intel \

xinit \

libvirt-daemon

» We start the daemon needed by GUI program virt-manager .

ziga@ziga--hypervisor:~$ sudo systemctl enable libvirtd.service
ziga@ziga--hypervisor:~$ sudo systemctl start libvirtd.service
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8.2 ADDING USER IN PROPER GROUPS

* If server’s user ziga wants to start virt-manager without password he needs to be in group libvirt .

| ziga@ziga--hypervisor:~$ sudo usermod -a -G libvirt ziga

+ We disconnect & reconnect to the server ziga--hypervisor in order for group to apply.
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83 GUI TEST -- WINDOWS

* Linux clients with X graphical server & SSH client installed can now execute command to open server’s virt-manager and
transfer it’s GUI over network, figure 1.

| ziga@ziga--workstation:~$ ssh -Y ziga@192.168.4.104 virt-manager

Figure 1: GUI of virt-manager transfered from server ziga--hypervisor to client ziga--workstation over network.
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8.4
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GUI TEST -- WINDOWS

Windows clients natively don’t have X graphical server installed, but we can install it with package vexsrv. co

We start program xlaunch from Windows start menu. We then select multiple windows and click [Next|. Then we select start
no client and click |Next| twice and then Finish|. X server will start running on our Windows client!

Install and open program Putty oco.

— Navigate to the tab SSH and X11. Put check mark in field Enable X11 forwarding.
— Navigate to the tab Session, set field Host name to 192.168.64.104 and click Open|.

— We insert a password and Windows client will login to the server.

We can now run application virt-manager in order to see it’s GUI being transfered over network to our Windows client. It
will look the same as on the Linux client, figure 1.
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8.5 CREATING HYPERVISOR'S BRIDGE NETWORK

+ Linux network interfices i.e. eno1 can only be used by one device.
+ First VM to use enol gets access to network. Others dont!
» We need a bridge that will split acces to the eno1 between multiple VM and therefore connect:

— VM between each other,
— VM to the server ziga--hypervisor,
— VM to the machines on physical network of the server,

— VM to the internet.
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8.5.1 INSTALLING NETWORK MANAGER

+ We will use network manager named network-manager and it’s strongest CLI frontend nmcli .

| ziga@ziga--hypervisor:~$ sudo apt install network-manager

* Note that initially network-manager can’t manage network interface eno1 .

ziga@ziga--hypervisor:~$ nmcli device

DEVICE TYPE STATE CONNECTION
enol ethernet unmanaged --
lo loopback unmanaged --

Even explicitly commanding network-manager to manage enol fails.

ziga@ziga--hypervisor:~$ sudo nmcli device set enol managed yes
ziga@ziga--hypervisor:~$ nmcli device

DEVICE TYPE STATE CONNECTION
enol ethernet wunmanaged --
lo loopback unmanaged --

* This is because eno1 is already managed by Debian’s default network manager.
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» Debian’s default network manager uses a configuration file /etc/network/interfaces . We open it and comment out lines
containing eno1, listing 1.

source /etc/network/interfaces.d/*

|
|
| auto lo

| iface lo inet loopback
|

|

|

Listing 1: /etc/network/interfaces

* We can now restart the network-manager ’s daemon and it will start managing the eno1 .

| ziga@ziga--hypervisor:~$ sudo systemctl restart NetworkManager.service
| ziga@ziga--hypervisor:~$ nmcli device
| DEVICE TYPE STATE CONNECTION

enol ethernet connected (externally) enol
lo loopback unmanaged
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8.5.2 CREATING A BRIDGE

+ We add a connection virtual_bridge_connection of type bridge to the device virtual_bridge . This device does not yet
exist and is created alongside the connection.

| ziga@ziga--hypervisor:~$ sudo nmcli connection \
| add ifname virtual bridge \
| type bridge \

| con-name virtual_bridge_connection

» We add another connection virtual_bridge_slavery to the interface enoi. This connection enslaves interface enoi to
it’s master i.e. virtual_bridge .

| ziga@ziga--hypervisor:~$ sudo nmcli connection \
| add ifname enol \

| master virtual_bridge \

| type bridge-slave \

| con-name virtual_bridge_slavery
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* Now we have to shut down the connection virtual_bridge_slavery and start the connection virtual_bridge_connection
that will enslave interface eno1 .

* To do this we will use a bash script, listing 2, that establishes a static IP for virtual_bridge_connection .

I nmcli connection down virtual_bridge_slavery

| nmcli connection modify virtual_bridge_connection ipv4.addresses 192.168.64.104/24
| nmcli connection modify virtual_bridge_connection ipv4.gateway 192.168.64.1
| nmcli connection modify virtual_bridge_connection ipv4.dns 8.8.8.8
| nmcli connection modify virtual_bridge_connection ipv4.method manual
| nmcli connection up virtual_bridge_connection

Listing 2: ~/restart_interface.bash

* We make script executable and execute it as root user.

ziga@ziga--hypervisor:~$ sudo chmod +x ./restart_interface.bash
ziga@ziga--hypervisor:~$ su
Password: Kk kkkkokkkkkxkk

root@ziga--hypervisor:~# bash ./restart_interface.bash

» We will loose the connection with the server but when server is back online we can again connect to it using SSH.
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* We can now confirm a working status of the bridge virtual_bridge .

ziga@ziga--hypervisor:~$ nmcli device

I DEVICE TYPE STATE CONNECTION

| virtual_bridge bridge connected virtual_bridge_connection
| enol ethernet connected virtual bridge_slavery

| lo loopback unmanaged --

* VM will not access eno1 directly anymore, but indirectly through it’s master virtual_bridge . This will enable all VM to
simultaneously access the network as if they were separate physical machines!

9 VIRTUAL DISK IMAGE CREATION

» We create an empty virtual disk image in .qcow2 format.
| ziga@ziga--hypervisor:~$ mkdir ~/vm

| ziga@ziga--hypervisor:~$ gemu-img create -f gcow2 ~/vm/disk_image.qcow2 406G

* We download some installation image in .iso format.

| ziga@ziga--hypervisor:~$ mkdir ~/iso
| ziga@ziga--hypervisor:~$ wget -P ~/iso https://example_page/example_operating_system.iso
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10 VM MANAGEMENT USING GUI

* Let’s demonstrate the VM management through virt-manager ’s GUI (hosted over network)...

Slide 20
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11 TAKEAWAYS

* There is no more need to invest money in vmware ...

* Debian 11 runs on ARM CPU... oo

* ARM CPU currently include up to 128 cores... oo

* ARM servers already exist in a multi CPU configurations... co

* ARM servers are adopted by large manufactureres like Gigabyte... oo
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IoT and Digital Twin
Production Guiding Concept

Jernej Protner, Niko Herakovic

University of Ljubljana, Faculty of Mechanical Engineering,
Laboratory LASIM
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CONTROL STRUCTURE
IIOT

?

I0T 8

P

e« Centralized control

* Higher computational power [J Cloud
/ ’ computing

* Higher latency, delays

* Real-time decision making
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CLOUD vs. EDGE * Non-Centralized control
COMPUTING « Edge computing paradigm

 Edge devices
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EDGE DEVICES

Sens
ors .

Local data .
storage

. .
. / / 565\ *
G .

How to implement EC .
paradigm in production? :

EDGE
DEVICE
(NODE)

Local
decision-makin
[
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DIGITAL TWIN

Digital model: A digital mapping of a Digital twin: Bi-directional connection
physical system and its processes into a of the physical system and the digital
virtual environment. model by a feedback control loop.

DIGITAL MODEL
PHYSICAL SYSTEM VIRTUAL ENVIRONMENT

e Simulation (DES)
e What-if scenarios

* Optimization
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E MAM

DIGITAL TWIN + EC
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NODE~
MDTII
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Concept implementation in
laboratory environment of the
Demonstration Center Smart
Factory Lasim
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CONCEPT IMPLEMENTATION
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Products

.’ Digital "

Global digital agent (DA)

DA for init state

DA for order checking

DA for order distribution on AS
DA for robot task generation

DA for disturbance
prevention/elimination

DA for order sequence
optimization (Fl algorithm)




Digital
agents
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NODE 1 NODE 7
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SIMULATION

Digital
agents

PROCESS

MONITORING [ nooEo | OPTIMIZATION

NODE 1
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Education and training
of students

Education and workshops
for industrial partners

Thank you!

Jernej Protner Niko Herakovic
jernej.protner@fs.uni-lj.si niko.herakovic@fs.uni-lj.si

254



International Conference for ICT, Electronics & Mechatronics IKTEM 2021

255



256



International Conference for ICT, Electronics & Mechatronics IKTEM 2021

International Conference for
ICT, Electronics & Mechatronics IKTEM 2021

3D printing for the win

Jure Pigac

UNI MB GPE - Fakulteta za strojnistvo, Univerza v Mariboru




Content

* Formula Student
* 3D printing

* FDM

* DMLS

* Sand 3D printing
* SLA
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Formula Student — UNI MB GPE

* International student competitions

* Goal: design, build and race with a formula style race car
e Static and dynamic disciplines

* Combustion, electric and driverless classes

* GPE — 10 years in formula student combustion
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Why 3D printing?

* For rapid prototyping and
small-scale production

 Affordable
* Can create complex shapes
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3D printing

3D printing - additive manufacturing
* Adding material layer by layer

* CAD -> G-code -> Printed part

* Different materials
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FDM - fused deposition modeling

e What?
* Brackets
* Housings

 Why?
* Custom made parts
* Very affordable
* Fast and easy

* How?
* Creality Ender 3
* PLA & HTPLA
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* What?
* Brackets
» Steering mechanism

 Why?

e Complex geometry
* How?

* MARSi group

e Stainless steel
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Sand 3D printing

* What?

* Molds
 Why?

* Complex geometry

* Desired thermal properties
* How?

* Roto Group
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Used for:
e Aerodynamics
e Chassis

* Powertrain
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SLA - Stereolithography




SLA - Stereolithography

* What?
* PCB stencils
 Why?
* High accuracy
» Affordable
* Fast and easy
* How?
* Auralix
* Anycubic Mono SE
* 3D Jake resin
* No bed, 2 s exposure
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gpe.uni.mb

@unimbgpe

<dh>
mh

W http://gpe.fs.um.si/sl/

¥ formula.student@um.si
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MECANUM Electric
Vehicles MB-1/2020

mag. Marjan Bezjak
Maribor, 17. 6. 2021 Marjan Bezjak, s. p.
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BLOCK DIAGRAM
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CONSTRUCTION

*1,25m x 0,46 m
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MECANUM WHEEL

* RobotShop.com
* 152 mm Mecanum Wheel Set

* Load capacity: 15 kg
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ANDROID APP / Designer

* MIT App Inventor

* Designer
* Table

* Create Buttons & Import

* Blocks
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ANDROID APP / Blocks

e Bluetooth connection

* TouchDown / TouchUp
* SendText
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ELECTRICAL PLAN
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DRIVE - CALCULATION

* Weight: 60 kg
* Ramp slope
* Driving speed: 2 km/h

* Friction U

* Power of electric -
motors - - > - P=Fd-v=145N-0,42?=60W
F,=F, - u=582N-0,3=174N

m
P=F-v=319N-0,42?=134-W
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ELECTRIC MOTORS

* Brushed DC electric motor with worm gear
* Use: front windscreen wiper drive
* 60 RPM,P=40W (4 x ... =160 W)

* It is necessary to disconnect from housing!

—
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H-BRIDGE: BTS/7960

« IBT_2: BTS7960
« 43 A
c6V=-27V

« PWM to 25 kHz
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SOFTWARE SOLUTION - ARDUINO

« ARDUINO MEGA
* Bluetooth HC-05

//Serijska komunikacija:
Serial.begin(9600); // Komunikacija za izpis na serijski monitor (biti/s)
Seriall.begin(9600); // priklop Bluetooth modula HC-65 na Rx1 in Tx1 (biti/s)

// zacetne nastavitve v programu:

cas_za PWM = 1; // cas med povecevanjem in zmanjsevanjem PWM [milisekunde]
pristevamo = 2; // uporabljamo za pristevanje kR PWM (hitrost mehkega zagona)
odstevamo = 10; // uporabljamo za odstevanje k PWM (hitrost mehkega pojemanja)
PWM_MAX_manjsi = 150; // omogoca spreminjanje najvisje hitrosti za manjso hitrost
PWM_MAX_vecji = 255; // omogoca spreminjanje najvisje hitrosti za vecjo hitrost

PWM_izklop_sp meja = 30;// pri upocasnjevanju izklopi izpisovanje PWM in da PWM=0
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PERFORMANCE TESTING

* VIDEO: https://www.youtube.com/watch?v=0N5tnWIFPIE
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PROTOTYPE WITH STEPPER MOTORS

* VIDEO: https://youtu.be/w8Mb9-96KCE

288



International Conference for ICT, Electronics & Mechatronics IKTEM 2021

HUMAN MOTION TRACKING SENSOR

* VIDEO: https://youtu.be/ZbxVmMI iHE

* AMG8833
* IR 8x8 Thermal Imager Array Temperature Sensor Module
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QUESTIONS ?  ? ?

Marjan Bezjak, s. p.
marjan.bezjak@tscmb.si marjan.bezjak@gmail.com
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